B beaapycu npoxoaut npopuiakTuyeckas
akuua «KuoepleTtnm»

Ha teppuropun Pecnybimku benapycs ¢ 23 masg mo 1 uionHs
npouaer nexkaga kubOepoOesomacHoctu «Kubeplerm». B pamkax Hee
OpPraHu3yoT KOMILJIEKC MEpPONnpPUATHH, HANPaBJICHHBIA Ha
NPOTUBOICHCTBHE KHOEPNPECTYNMHOCTH W TMOBbINIeHHe UU(PPOBOH
TPAMOTHOCTH YYAIIUXCH M UX POAUTEICH, MeJarorn4eCKuX pad0THUKOB.

B pamMkax akuuy npouayT AEOBBIE UTPbI, KPYIJIbIE CTOJIBI U JPYrUe
MeponpuaTus. BeicTynate nepen agpecaramu OyIyT COTPYIHUKH OpPraHOB
BHYTPEHHHUX [I€JI, IPEACTABUTENIMN CIEICTBEHHBIX OPTaHOB, MPOKYPaTypsl U

JIPYTUX CUIIOBBIX BEJIOMCTB.
[Tono6HbIE MpOoduUIAKTUIECKUE aKIIMU B HAIIEH CTpaHe MPOXOMISIT yKe
HE NIEPBBIM I'OJ1 U UMEIKOT CBOU PE3YJIbTATHI.

O npodJeme B undpax

CornacHo cratucthke, B siHBape-amnpene 2023 1. Ha TEpPpPUTOPUH
o0JlacTu  3aperucTpupoBaHo 622 kubepmnpecTymseHus. boabIIUHCTBO
3apErUCTPUPOBAHHBIX  MPECTYIUIEHUM  COCTABJISIOT  XMUIIEHHUS  ITyTEM
Moaudukanuu KoMmmbloTepHON wuHMopMaruu, npudeM 88,2% wu3 HHX
coBeplieHO 0€3 MNpsIMOTO JIOCTylma K TEPMHUHAIBHBIM YCTPOWCTBAM C
UCIIOJb30BAHUEM METOJUK «BUINUHTA» W «(pUIIUHTa», 9YTO CO31aeT
00BbEKTHBHBIE MPOOJIEMBI TI0 YCTAHOBICHUIO JIUI] UX cOoBepiIuBIIUX. 13 62
NPECTYIUICHUH, COBEPIICHHBIX €  HCHOJb30BAaHUEM  TEPMUHAIbHBIX
YCTPOMCTB, PACMHOJIOKCHHBIX Ha Tepputopuu Pecnyommku benapyces (T.H.
«OBITOBBIX»), Ha TEKYLIMA MOMEHT pacKpbITO 88,7%.
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Iouemy M Kak coBepHIAKTCA NpecTyIIeHUs?

YcnoBuew, CIIOCOOCTBYIOIIUM pacupoCTPAHEHHIO qyuclia
UMYIIECTBEHHBIX TMPECTYIUICHUH, y4YTeHHbIX no JnuHuu I[IK, gaBmsercs
IIMPOKOE paclpOCTPAHEHUE PA3JIUYHBIX BHAOB KPUIITOBATIOT W HWHBIX
IU(PPOBBIX AKTUBOB, ONEpPAIMM C KOTOPBIMH 3a4acTyl0 HE MOAJAI0TCsA



PETyJIMPOBAHUIO, B CBSA3HU C YEM Ha NMPOTsHKEHUM ssHBaps-anpens 2023 rona
BeJlach ~ aKTMBHasg paboTa MO MPECEYECHHUIO  JEATENbHOCTH  JIHII,
OCYLIECTBIISIIOIIMX OOMEH MOXMILEHHBIX JIEHEKHBIX CPEJICTB HAa LU(POBBIE
3HAKH.

[IpaBoOXpaHHUTENN OTMEYAIOT, YTO, YUUTHIBAs, YTO OCHOBHas Macca
NPECTYIJICHUH, PpPErucTpUpPyeMbIX IO  JHUHUM  KUOEpIpEeCTYNMHOCTH,
COBEpIIAETCS C MCIOJIb30BAHUEM PA3JIMYHBIX METOJUK COLHUAIBHOM
UHXEHEPUHU, TO TAKHWE NMPABOHAPYLIEHHUS MOTYT COBEPLIATHCA TOJBKO MPH
YCJIOBUHU, KOTJA JOCTaTOYHO OOJIbIIME MacChl HAceJeHUs HE BIAJCIOT
ocHoBaMM  1UudpoBoil  Oe3omacHOCTU. COOTBETCTBEHHO, JOBEJACHUE
IpPaBOOXPAHUTENAMU OSTONH HHPOpPMALUMU TO3BOJAET JIOAIM U30€XKaTh
NOJ0OHBIX MPECTYIIICHUH.

Baxxno  ormetuth, 9TO0 uHPOpPMATH3AIMUSA  OYEHb  OBICTPO
pacmpocTpaHsieTcsi BO Bcex cdepax NesTeIbHOCTH. YUYUTHIBas aKTUBHOCTH
NOAPACTAIOUIEro MOKOJICHUS U UX JKeJlaHuEe UCIPOOOBaTh KaXKAyI0 HOBUHKY,
OHM Oojee MMUPOKO, 4YEM JIIOAM CTaplIero BO3pacTa, HCHOJb3YIOT
KOMIBIOTEPHBIE TEeXHOJOTHUU. COOTBETCTBEHHO, BO MHOTOM TO, YTO UM
KQ)KETCsl HEBUHHOM I1aJI0CThIO, HA CAMOM JI€JIE MOKET 00pa30BbIBATH COCTAB
IPECTYILJICHHUS.

Kakue kubOepnpecTymjieHusi cambie pacnpocTpaHeHHbIe?

BULINHI

Bumumar -~ oaMH W3 METOJAOB  MOIICHHWUYECTBA,  KOTIa
3JIOYMBINIJICHHUKHA 3BOHAT KEPTBE W OT UMEHHM OaHKOBCKOT'O COTPYIHHKA
COOOIIAIOT, YTO HEOOXOIUMO OCYIECTBUTH Kakue-noo aerctus ¢ BITK, Tak
KaK KTO-TO 70O TMBITAETCS MOXUTHUTH C HEE JEHEXKHBIE CPeICTBa, JTUO0O
odOopMIISIET KPEIUT, JTUOO0 MPOU3BOAUT TOJIO3PUTEIHHYIO OTUIATy. 3aBlajIeB
PEKBU3UTAMHU KapThl, MPECTYMHUKH OCYIIECTBIISIIOT XHUIICHUE ICHEKHBIX
CpPeACTB ¢ OAHKOBCKOI'O CYeTa MOTEPIEBIIETO.

OUIIUHT

OUIIUHT — BUJI MHTEPHET-MOIIEHHUYECTBA, LIEJIbI0O KOTOPOTO SIBJISIETCS
MOJy4eHHUE JOCTyNa K KOH(PUICHIIMAIbHBIM JIaHHBIM IIOJIb30BaTENe —
JoruHaM u mnapoisaM. DUIIMHT MCHOJB3YEeTCs ISl MOJY4YEeHHUS J0CTyHa K
VUYETHBIM 3allMCSIM TOJb30BATEIIEM CaMbIX PA3JIMYHBIX PECYPCOB, HO
3a4aCTyI0 OH MIPUMEHSETCS [JISl XUILEHUS TaHHBIX MOJb30BATEIEH TOPTOBBIX
OHJIAMH-TIIIOMIAJ0K.
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ez WAOPOBOW FUTMEH i

HE CoDsUIAN JIMAYIO VHGOPMALIAD HESHAXOMLY. Y], BODBLIE, B VHTEPHETE HE PASMEWAN CBENEHA O GEGE J) CEMLE

CoseTyica ¢ POIMTENANM, KAK NIPABIIBHD NOCTYINITS,
EGIM CTONKHYNCA G YEN=TO HENDHATHSIN WU MYT AWM

Tlows, 470 B YHTEPHETE HAND BLITS
DYEHL=DUEHD BHUMATENbHEI,
Crapafich MSEErATS DEWENAR ©
HESHAXOMBIMY DLW B
OHNATH=MrPAX W COUCETAX,
HE BHINOAMAN BESNYMHD TO,
YTO OHY NONPOCAT TEBA
GHENATD

CBATHUHI

CBaTMHT — 3aBeIOMO JIOXKHBIM BBI30OB MOJIMIIUM, AaBapUHHO-
crlacaTebHBIX CIIYyX)0, myTeM (albIIUBBIX JIOXKHBIX COOOIIEHH 00
OTIACHOCTH (HaNpUMep, 0 MUHUPOBAHUU, YOUIMCTBAX, 3aXBaTE 3aJI0KHUKOB).

B mocnenHue roapl CBaTUHT M3 3a0aBbl JIIOOUTENECH OHJIAUH-UTP U
XaKepoB MPEBpPATUIICS B MAacCOBOE SBICHHE M OOJBIIYI0 MHpodiieMy s
PAaBOOXPAHUTENBHBIX  OpPraHoB  pa3juyHbIX cTpaH. OOmiecTBeHHas
ONACHOCTh TAKUX JESHUM COCTOMUT B TOM, YTO 3aBEJIOMO HEJOCTOBEPHBIC
CBEJICHUS JE30pPTaHM3YyIOT HOPMaJbHYIO paboTy OOBEKTOB TpPaHCIIOPTA,
NPENNpPUATHH, TOCYJapCTBEHHBIX OPraHOB U YUYPEXKJCHUM, OpraHU3aIui
HE3aBUCHUMO OT (hopMbI COOCTBEHHOCTU. B CBOIO oYepelnib, 3TO MPUUYUHSET
CYIIECTBEHHBI SKOHOMUYECKUN BpeJ KaKk CyObeKTaM XO03sICTBOBAHMS, TaK
u rpaxkaanam. [Ipu aTom nundopmalus 0 BO3MOKHOM B3pbIBE, MOKOTE JTUOO
WHBIX JICUCTBHUAX, NPEANONATaloMMUX TSHKKUE TIOCIEACTBUSI, CIOCOOHA
MOCEeATh MaHUKY CPEeIu HaCEJEHUS U BHECTH HEYNOOCTBa B MOBCEIHEBHYIO
KU3Hb.

JAMOC-arakn

DOS — 3T0 araka Ha BBIYUCIUTEIBHYIO CUCTEMY C LIEJIbIO TOBECTU €€
710 0TKa3a, TO €CTh CO3JaHUE TAKUX YCIOBUU, MPU KOTOPBIX JOOPOCOBECTHBIE
MIOJIB30BATEIN CHUCTEMBI HE MOTYT IOJYYUTh JOCTYIl K HPEIOCTaBISIEMbIM
CUCTEMHBIM pecypcaMm (cepBepam), JHOO 3TOT JOCTyN 3aTpyAHeH. B
HacTosuee Bpemsa DoS m DDoS-araku monymiasipHbl T€M, YTO MO3BOJSIOT
JIOBECTH J0 OTKa3a MPaKTHUYECKU JIOOYIO CUCTEMY.



I'PYMUHI'

['pyMHHT — 3TO BXOKACHHE B3POCIIOTO YEJIOBEKa B JIOBEpHE K PEOCHKY
C IEIbI0  CEKCYaJbHOTO  CaMOYAOBJETBOPECHUSA.  3JIIOYMBIIUICHHUK
JTUCTAHIIMOHHO HAIYNbIBAET CBSA3b C PEOCHKOM uepe3 COIUANIbHBIE CETH,
MECCEHKEPHI, OHJIAWH-UTPHI, JJICKTPOHHYIO TTOYTY. 3aTEM MOKET BHIHYAUTH
pebenka mpucnarh ¢ororpadu MHTUMHOTO XapakTepa, BOBJIEYHh B
U3TOTOBJICHWE TOPHOTpa@UUECKUX MATePHAIOB, CKIOHHTh K WHTUMHOMU
BCTpEYE B PEATbHOCTH.

KUBEPBYJIVIMHT

KubepOynnuHr — Tpapisi MoJIb30BaTeNsl 4epe3 BCE KaHAJbl CETEBOTO
oO1IeHusA: collualibHble CEeTH, (HOPYMBI, YaThl, MeCCeHIKepbl. [IpoBoaUTH
TPaBI0 MOTYT KakKk OJHOKJIACCHUKH, HWHTEPHET-IPY3bd MU T.O., TaK H
COBEPIIICHHO MOCTOPOHHHE JTIOAU. JTa (popMa MCUXOJIOTUYECKOTO Teppopa
MOXET MPUHUMATh pa3Hble OOJUYUs: OCKOPOJICHUS depe3 JMYHBIC
COOOIICHUSI, TYOJUKAIMsI W  PpacHpoCTpaHEeHHE KOHPUACHIIHATBLHOM,
MPOBOKAIIMOHHON HH(pOpPMAIMU O >KEpTBE; (U3MYecKas arpeccusi U Tak
nanee. IlpuumHbl KuOEpOyJIMHra: YYBCTBO MIPEBOCXOJCTBA, 3aBUCTH,
YyBCTBO IMPEBOCXOJCTBA HaJ COMNEPHUKOM, UYBCTBO COOCTBEHHOM
HETOJHOILIEHHOCTH, CaMoOpealn3alnus. Yrpo3a HOBOTO BpPEMEHH — Tak
Ha3bIBa€Mble Tpynibl cMepTH. M XOTs 0OBIYHO cO3maTeNs MU TaKUX TPYIII
SBIIAIOTCS. CaMM MOJPOCTKHU (LI€db — «Xam», KaXJa OCTPBIX OLIYIICHUH,
KeJTaHWe TOMUHUPOBATH M YIPABISATH JIPYTUMHU), B MOJOOHBIX Tpymmax
co3gaercs OnarompusTCTBYIOIas armMocdepa g KyJIbTUBHPOBAHUS
CYUIIUIATBbHBIX HAMEPECHUM.
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Kaxk n30exarb yJ10BOK MOILIEHHHUKOB?

- He 6600ume oannvle kapmol (ocobenno - cpox oeticmausi u CVV-ko0) na
caumax, Kyoa nepeuwiiu no ccolikam om Hesnakomyes. He coenawaiimecw
YX00Umsb ¢ Mop2o8ol NIOWAOKU U NPOOOIICAMb NEPEenucKy 6 O0pyeoM
NPUNOIHCEHUL.

- He nepexooume Hu no KaKum CCblIKAM U3 RUCbMA (0adxce eciu OHU KOObl
gedym Kk pesyromamam uepsvl). Yepes nouckosux yzuatime, 0eucmeumeibHo
JIU po3vlepblid ObLl NPOBedeH, ecmb U Opy2ue npu3epbol.

TIlomnume, umo 6u3yanrbHO 3aMemumv NOOMEHY CILOJHCHO, HO eChb
Xapakmepuvle MapKepbi:

- 3aMOueK clega om A0pecHOl CMPOKU He 3AMKHYM UIU eCmb HAONUCD
«He 3awuwenoy,

- 9JIeKMPOHHBIU A0peC HEHACMOAWUL UIU OYK8bl 8 Hem nepenymatul (bel-
post.by emecmo belpost.by, bealrusbank.by emecmo belarusbank.by).

- He nepexooume no ccolikam Ha He3HAKOMble Pecypchl: C UX NOMOUbIO
MOULEHHUKU NBIMAOMCS 3aPasums 8aul KOMIbIOMep Uil meie@doH upycom
U yKpacme 6auiu 1udHbvle OaHHble.

- He gvicvinatime denee uenosexy, ¢ Komopvlm 6vl JUYHO He 3HAKOMbL, U
yoic mem bonee He HA3blBAllme emy JUYHYI0 UHGOpMayuro, CnocooCmayouyro
83710M) OAHKOBCKUX OAHHBIX U KPAA#CE OCHENHCHBIX CPeOCm8.

- He nepexooume no ccolikam Ha He3HAKOMble Pecypchl: C UX NOMOULbIO
MOULEHHUKU NBIMAIOMCS 3aPasums 8aul KOMIbIOMep Uil meie@doH upycom
U YKpacms 8auiu TUYHble OaHHbIE.

- Ecu y eac ecmv comHeHus 6 JUYHOCMU NOKynameus, Jyyuie
CO360HUMECH C HUM, HCELAMENbHO NO 8U0e0C8aA3U. Mnu, eciu 5mo 603MONHCHO,
npeonodcume JTUYHYIO 6Cmpeyy.

Yeaoricaemvie cpaxcoamne, 6 nwb0Nl cumyauuu Heo0X00UMO
nPoOABAAMb OOUMETbHOCHb U HOMHUMb, YO AOCONIOMHOE DOIbUMUHCINGO
KubepnpecmynieHuii CIMAanoeaAmcAa 603MOINCHBIMU 66Uy
HEOCMOMPUMETbLHOCIMU CO CIMOPOHBL NOJIb308AM A,

Eciu 6 omnowenuu eac nubo eawiux O0JUBKUX COBEPUIEHO
npomueonpasnoe oOeiHue — HEMEOJeHHO Ccooduwume 00 IMom 6
NPABOOXPAHUMENbHBLE OP2AHDL.

1o ungpopmayuu YBJ[ Bpecmckozo obaucnonrxoma



